Zwei Adress-Objekte anlegen (Single-Dynamic sowie Range-Dynamic).
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#  Name s Type Address

1 DIZ_SUBNET INTERFACE SUBNET dmz-192.168.3.024
4 LANI_SUBNET INTERFACE SUBNET 1an1-192.168.1.0/24
5 LAN2_SUBNET INTERFACE SUBNET lan2-192.168.89.0/24
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VPN-Gateway Policy anlegen (das korrekte WAN-Interface beachten, ggf. wanl_ppp).

. Edit VPN Gateway Dynamic
[=]Hide Advanced Settings

General Settings

Enable
VPN Gateway Name: Dynamic
Gateway Settings
1y Address
@ Interface wan1

¥ | DHCP dient -- 192,168.2,120/255,255.255.0

@ Domain Name /P

Peer Gateway Address
@ Static Address Primary
Secondary
@ Dynamic Address
Authentication
@ Pre-shared Key 12345678
@ Certficate v Fics
Local 1D Type: P 5
Cantent: 0.0.0.0
Peer I Type: Any >
Cantent:
Phase 1 Settings
54 Life Tme: 88400 (180 - 3000000 Seconds)
Negotiation Mode: Main N
Proposzl @m0
#  Encryption & Authentieation |
1 AESIZE SHAT
Key Group: DH2 2
[7] NAT Traversal
Dead Peer Detection (DPD)
Extended Authentication
[] Enable Extended Authentication
@ Server Mode default v
@ Client Mode W
User Name;

P ™
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VPN-Connection (Phase-2) anlegen (Dynamic-Singe oder Dynamic-Range Adress-Objekt) wahlen.

- Edit VPN Connection Dynamic

General Settings

Enable

Connection Name:

[T Mailed-Up

[C] Enable Replay Detection

VPN Gateway
Application Scenaria
©) Site-to-site

(@) Site-to-site with Dynamic Peer

Remote Access (Server Role)

@ Remote Access (Client Role]

VPN Gateway:

Manual Key

@ Manual Key
My ddldress:
Secure Gateway Address:
SPL:
Encapsulation Mode:
Active Protocol;
Encryption algorithm:
Authertication Algorithm:
Encryption Key:

Authertication Key:

Policy
Local poiicy:

[ Policy Enforcement

Phase 2 Settings
SA Lifee Time:
Active Protocol:
Encapsulation:

Proposal

Enable NetB10S broadcast over IPSec

[SlHide Advanced Settings {{5)Create new Object

Dynamic

Dynamic

DynamicRANGE

86400
ESP
Tunnel

@add

#  Encryption
1 AES128 SHAT

3 ES

¥ | wan10.0.0.00.0.0.0

(256 - 4095)

¥ | RANGE, 0.0.0.0-255.255.255.255

(180 - 3000000 Seconds)

v

i

Authentication

:
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- Edit VPN Connection Dynamic 2%

[ElHide Advanced Settings {i5)Create new Cbjecty

Phase 2 Settings

SA Life Time: 36400 (180 - 3000000 Seconds)
Active Protocol: = v
Encapsulation; Tunnel W
Proposal ©4dd
#  Encryption Authentication
1 AES128 SHat
Perfect Forward Secrecy (PFS): DH2 X
Connectivity Check
[E] Enable Connectivity Check [
Check Method; ~
Check Perind: (5-30 Seconds)
Check Timeout: (1-10 Seconds)
Check Fal Tolerance: (1-10)

Domain Mame or P Address

Inbound/Outbound traffic NAT
Qutbound Traffic
[ Source MAT

Source: v
Destination; ~
SNAT: ~
Inbound Traffic

[F source MAT

Source: -
Destination: ~
SNAT: ¥

[ Destination NAT

@ add

#  Original P Mapped P Protocol

H

Original Port Start  Original PortEnd  Mapped Port Start  Mapped PeriEnd |

Page [1_|of 1 Show |50 | |items Mo data to display
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Darstellung Phase-1:

Z] IyWALL IPSec VPN Client
Datei WPM Konfiguration Ansicht Tools 2

S Konsole Phase 1 (Authentisier

88 Parameter Name | Gateway]
% Yerbindungen Interface I.ﬁ.lle ;I
Ep=prn Remate Gateway |192.168.2117
BB Gateway 1
~oie Tunnell * Preshared Key Ixxxxxm
Bestatigen: I"’“"“"“‘"
= Zetifikat =ertifikatzmanagement... |

~IKE
|

Yerschliisselung I,&,Es 128 'I F1 Erweitert...
Authentizierung I SHAA - I
Key Gruppe |DH2 vI

Speichern & Arwenden |

| = |"-"F'N bereit Tunnel &




Darstellung Phase-2:

Z] IyWALL IPSec YPN Client
Datei WPM Konfiguration Ansicht Tools 2

}%ﬁ,‘s F.onzole

88 Parameter

£%  Werbindungen

@. Roo
B- % way 1

...... O Turncl 1!

Phase 2 (IPSec Konfig

I arne I Tunnel

WPN Client Adresse | 172 . 20 . 16 . 11
Adresstyp ISuhnetz.ﬁ.dresse ;I
Remate LAM Adresse | 192 168 . 1 . 0
Subnetz Mazke I OB . 2RE 2R [
—ESP _
Yerzchllizzelung I,-’.'-.ES‘IES vI e |
Authentiziening ISH,E'-.-1 vI Skripte |

M odus Im

V¥ PFS  Gruppe |DH2 -

Tunnel affnen

Speichern & Arwenden |

=3 |WPN bereit

Tunnel




